VACI145 CYBER CRIME WITH SPECIAL REFERENCE TO SOCIAL MEDIA

Contact Hours ‘ 30 Hours

Prerequisite | Nil

Course Description

This course provides a comprehensive exploration of cybercrime, with a particular focus on its

manifestations within the realm of social media. Participants will delve into the various forms of

cyber threats, their legal implications, and the evolving landscape of online criminal activities. The

course aims to equip students with the knowledge and skills necessary to understand, prevent, and

address cybercrime, especially in the context of social media platforms.

Course Objectives

Students will be able:

1.
2.
3,
4.

To study the various basic concepts of cyber law and cyber crime.
To know about all types of cyber crime.
To know about the difference between cybercrime and crimes on social media.

To study about various regulations related to cybercrime and social media crimes.

Course Outcomes

On completion of this course:

Students will be able to understand various basic concepts of cyber law and cyber crime.
Students will be able to understand the various types of cyber crimes.

Students will be able to analyse the difference between cyber crime and crimes on social

media
Students will be able to know about implication of various regulations related to cyber

crime and social media crimes.

Module I: Concept of Cyber Space

e Introduction to cyber crime “‘“:“‘;l:(:f&-g
e Theoretical approaches to cyber crime '
e Need and role of Cyber Law Hagistiar
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Module II: Cyber Bullying

e Cyber stalking
e Cyber defamation
e Hacking and fraud

Module III: Identity Theft

Fake accounts

Cyber hate on social media
Trolling on social media
Phishing on social media

Module I'V: Regulation of Cyber Crime

e Reporting of cyber crime
e Precaution to prevent being victim of social media cyber crime

Practicum

Students will work on simulated cybercrime scenarios related to social media, applying the
principles learned in class. This hands-on experience will include the use of digital forensics tools,
analysis of phishing attempts, and developing response strategies to social media-based cyber
threats. Case studies will be drawn from real-world incidents, allowing participants to critically
analyze the legal, technical, and ethical dimensions of cybercrime within social media platforms.

Textbooks

"Cybercrime: Investigating High-Technology Computer Crime" by Robert Moore.
Reference Books

"Cyber Crime and Digital Evidence: Materials and Cases" by Thomas K. Clancy.

"Cybercrime and Society" by Majid Yar.

Evaluation Component Weightage (%)
1 | Activities 20
2 Project/Presentation 20
3 Attendance 10
4 | End Term Examination 50
— 4
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NOTICE

This is to put for information that School of Legal Studies is offering Value-Added Courge
(VAC) for all interested students during ODD Semester as per the following specifications.

Coordinating I Duration
De artment / School f

Course Code Course Title

Sensitization Towards Law
Related o Vulnerable Groups
Cyber Crime with S pecial
Reference to Socia] Media

Maximum 100 seqts are available for the course.
Course Start Date: 05 September 2022
Course End Date: 29 December 2022
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0
® Dean (Academics Affairs)
e Controller of Examinations
¢ All Deans/ School Coordinators
¢ All Faculty Members/ Mentors
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