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(57) Abstract :

This invention introduces a secure, adaptive, and optimized routing method for VANETSs using multi-verse optimization (MHDORA) to enhance performance and
mitigate Man-in-the-Middle (MITM) attacks. The proposed method dynamically selects the most secure and efficient path by analyzing real-time network conditions,
traffic loads, and security risks. A real-time anomaly detection mechanism identifies potential attacks and triggers adaptive rerouting, ensuring uninterrupted
communication. Additionally, a hybrid cryptographic security framework integrates SSL/TLS encryption, digital signatures, and two-factor authentication (2FA) to
safeguard data integrity and prevent unauthorized access. The system further employs blockchain-based trust management to authenticate routing interactions,
preventing route manipulation and malicious node interference. Experimental results demonstrate superior performance in latency reduction, packet delivery rate, and
attack resilience compared to existing methods like HDORA, DORA, an
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