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(57) Abstract :

Abstract Because of the growing number and complexity of cyber threats, it is now critical to maintain secure communication and device safety in the Internet of
Things (10T). Aggregating data centrally in a traditional DS makes it harder to protect privacy, keeps the system from growing and slows down responses. FL-IDSense
is an invention that provides a unique, private way to prevent cyber-attacks on loT devices by training detection models across all nodes and protecting private
information via federated learning. On their own, each edge device teaches a small neural network with local traffic data and the encrypted updates are passed back to a
central server for compiling. With trust scoring, our system can quickly discard any contributions deemed suspicious and stay strong against model poisoning attacks.
Because the system is built on asynchronous updates, safe data grouping with homomorphic encryption and differential privacy procedures, sensitive user information
is still protected for security and adapting to new threats. The FL-1DSense approach learns in two phases, first making general rules and then fine-tuning them locally
which helps improve the accuracy of detecting intrusions in heterogeneous systems. Thanks to its universal design, the invention is useful in smart cities, healthcare and
the industrial IoT, giving a secure and effective way to manage threats in today’s networked environments.
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