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Note: All Questions are compulsory. Marks are indicated against each question.
PART-A

Q.1 Answer any five of the following seven questions.

(a) Explain the OSI Security Architecture and its relevance in network security. [CO-1] [L-1]
2

(b) Describe the concept of substitution and transposition techniques in classical encryption.
[CO-1][L-2]2

(c) What is Shannon’s theory in cryptographic security? Provide a brief explanation.
[CO-2][L-2]2

(d) Define RSA and discuss the process of implementing RSA cryptosystem.  [CO-3] [L-3] 2

(e) Explain the significance of hash functions in data integrity. [CO-4] [L-2]2
(f) Discuss the concept of key in the context of cryptographic security. [CO-2][L-2]2
(g) What are digital signatures, and how do they ensure data integrity? [CO-4] [L-2]2
2x5
PART-B
Q.2 Explain the different types of security services and mechanisms in cryptography. Illustrate with
examples. [CO-1][L3-]10
OR

Describe the cryptanalysis techniques for analyzing encryption schemes. How can cryptanalysis be

countered in modern cryptography? [CO-1] [L-3]
10

Q.3 What is AES encryption? Discuss the structure and process of AES encryption with relevant diagrams.
[CO-2] [L-4] 10

OR
Discuss the DES algorithm. Explain its significance in cryptographic security and any known
vulnerabilities. [CO-2] [L-4] 10

Q.4. Explain the Miller-Rabin primality testing algorithm. How is it applied in cryptographic systems?

[CO-4] [L-4]
10

OR
Describe the Pollard rho algorithm for discrete logarithms and discuss its application in cryptography.

[CO- 4] [L-4] 10

Q.5 What is the ElGamal cryptosystem? Explain its steps and discuss its application in public-key
cryptography. [CO-5] [L-4] 10



OR
Define SHA-3. Discuss its role in securing data and its advantages over previous hash algorithms.
[CO- 5] [L-4] 10



