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PART-A
Q.1
(a) Elucidate the core principles underlying cybersecurity and its paramount importance in safeguarding digital
ecosystems. [CO-1][L-1]2
(b) Examine the interplay between user privacy and data security, explaining how one influences the other in
the digital landscape. [CO-1][L-4]2
(c) Discuss the effectiveness of encryption protocols in safeguarding privacy within online interactions. [CO-1]
[L-3]2
(d) Analyze how international regulations like GDPR impact privacy standards and expectations globally. [CO-
1][L-4]2
(e) Critically assess the role of privacy policies in organizations and their impact on consumer trust. [CO-1][L-
512

(f) Discuss how advancements in data analytics present new privacy challenges, citing examples..[CO-1][L-3]2
(g) Compare the responsibilities of individuals and organizations in maintaining digital privacy standards.[CO-
1][L-4]2

2x5
PART-B

Q.2 Discuss the foundational principles of privacy in data handling, examining their practical application in
organizational compliance. [CO-2][L-2]10

OR
Critically analyze the evolution of data privacy legislation, emphasizing its significance in reinforcing
individual rights amidst growing digital threats. [CO-2] [L-5] 10

Q.3 Evaluate the organizational roles and responsibilities essential to maintaining comprehensive data
protection practices. [CO-3][L-2]10

OR
Examine the strategic role of cybersecurity governance within corporations, detailing its importance in
compliance and risk management frameworks. [CO-3][L-4]10

Q.4 Discuss encryption's pivotal role in safeguarding sensitive data from cyber threats, and provide examples of
its application in modern security practices. [CO-4] [L-3]10

OR
Compare and contrast the ISO, NIST, and HIPAA frameworks, highlighting their unique roles in establishing



standards for cybersecurity compliance. [CO-4][L-4]10

Q.5 Discuss major amendments to the IT Act and their role in enhancing cybersecurity protocols within digital
governance frameworks.. [CO-5][L-5]110

OR
Critically evaluate the 'Privacy by Design' approach, emphasizing its importance in embedding privacy
protections into digital infrastructure. [CO- 5] [L-5]110



