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ABSTRACT 
 

This research presents a novel Intrusion Detection System (IDS) specifically designed to mitigate 

the growing threat of advanced persistent threats (APTs) and zero-day attacks. The IDS utilizes a 

hybrid approach combining signature-based detection and behaviour-based detection techniques. 

For behaviour detection, the system leverages a sophisticated analytics engine that analyses 

network traffic patterns, identifying deviations from established norms. The IDS is equipped 

with advanced correlation algorithms to detect complex attack sequences and real-time threats 

across network flows. The system is evaluated using a comprehensive dataset of real-world 

network traffic and demonstrates superior performance in detecting both known and unknown 

threats compared to traditional signature-based IDS. The proposed system holds significant 

potential for enhancing network security in critical infrastructure, financial institutions, and other 

industries vulnerable to sophisticated cyberattacks. 

 
KEYWORDS: Intrusion Detection System (IDS) , Advanced Persistent Threats (APTs), 

Network traffic analysis , Network security 
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INTRODUCTION  

 
BACKGROUND OF THE PROJECT 

An Intrusion Detection System (IDS) is a software application that monitors network traffic for 

suspicious activity. It can detect potential security threats like unauthorized access, malware, and 

DoS attacks. 

The proliferation of interconnected devices and the increasing reliance on digital infrastructure 

have made networks vulnerable to a wide range of security threats. Intrusion Detection Systems 

(IDS) have emerged as a critical component of network security, providing a proactive defense 

against unauthorized access, malware, and other malicious activities. Traditional IDS approaches 

often struggle to detect sophisticated attacks like Advanced Persistent Threats (APTs) and zero-

day vulnerabilities. 

This research presents a novel IDS that addresses the limitations of existing systems by 

employing advanced detection techniques and a hybrid detection approach. The proposed IDS 

combines signature-based detection with behavior-based detection, allowing it to effectively 

identify both known and unknown threats. By utilizing advanced traffic analysis methods, such 

as flow analysis, traffic profiling, and heuristic- based rule sets, the IDS can detect complex 

patterns and anomalies indicative of malicious activities. 

The primary objective of this research is to develop an IDS capable of detecting a diverse range 

of threats, including APTs and zero-day attacks, with high accuracy and minimal false positives. 

The proposed IDS is designed to be adaptable to evolving threat landscapes and scalable to 

accommodate large-scale networks. 

 

MOTIVATION 

The increasing sophistication of cyberattacks, coupled with the growing reliance on digital 

infrastructure, has created an urgent need for robust and adaptive intrusion detection systems. 

Traditional signature-based IDS approaches often fall short in detecting advanced threats like 

Advanced Persistent Threats (APTs) and zero-day vulnerabilities. These attacks can have severe 

consequences, including data breaches, financial losses, and disruption of critical services. 
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Our research is motivated by the desire to address these challenges and develop an IDS capable 

of effectively mitigating emerging threats. By combining signature-based detection with 

advanced machine learning techniques, we aim to create a more comprehensive and resilient 

security solution. Our motivation stems from the following key factors: 

 

• Addressing the limitations of traditional IDS: We seek to overcome the limitations of 

signature-based IDS, which often struggle to detect novel and evasive threats. 

• Protecting critical infrastructure: Our research is driven by the imperative to safeguard 

critical infrastructure and prevent disruptions caused by cyberattacks. 

• Contributing to cybersecurity advancements: We aim to contribute to the field of 

cybersecurity by developing innovative IDS solutions that can enhance network security 

and protect valuable assets. 
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LITERATURE REVIEW  
 

 Classification of intrusion detection system (IDS) based on computer network: 

 
Intrusion Detection Systems (IDS) have become essential for network security, but traditional 

signature-based approaches face limitations in detecting novel threats. Anomaly-based IDS, 

while promising, often suffer from high false positive rates. This study proposes a novel IDS 

approach that leverages machine learning to overcome these challenges. By employing the Naive 

Bayes algorithm with optimized feature selection and discretization using k-means clustering, 

our IDS achieves superior performance in classifying intrusion types. This research demonstrates 

the potential of machine 

learning to significantly enhance IDS effectiveness and provide a more robust defense against 

emerging cyber threats.(1) 

 
 A Detailed Investigation and Analysis of Using Machine Learning Techniques for 

Intrusion Detection 

Intrusion detection remains a critical challenge in today's cyber landscape. While numerous 

machine learning techniques have been explored, their effectiveness in identifying all types of 

intrusions is limited. This paper delves into the underlying issues hindering machine learning-

based intrusion detection, analyzing various techniques and their associated limitations. By 

examining attack classification, feature mapping, and the challenges of detecting low-frequency 

attacks, we provide insights and potential solutions for improvement. Additionally, we compare 

the detection capabilities of different machine learning techniques and discuss their respective 

limitations. The paper also highlights relevant data mining tools and outlines future research 

directions for enhancing intrusion detection using machine learning approaches.(2) 

 
 Survey of intrusion detection systems: techniques, datasets and challenges 

 
Cyber-attacks are becoming more sophisticated and thereby presenting increasing challenges in 

accurately detecting intrusions. Failure to prevent the intrusions could degrade the credibility of 

security services, e.g. data confidentiality, integrity, and 
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availability. Numerous intrusion detection methods have been proposed in the literature to tackle 

computer security threats, which can be broadly classified into Signature- based Intrusion 

Detection Systems (SIDS) and Anomaly-based Intrusion Detection Systems (AIDS). This survey 

paper presents a taxonomy of contemporary IDS, a comprehensive review of notable recent 

works, and an overview of the datasets commonly used for evaluation purposes. It also presents 

evasion techniques used by attackers to avoid detection and discusses future research challenges 

to counter such techniques so as to make computer systems more secure.(3) 

 
 Emerging Trends of Recently Published Datasets for Intrusion Detection 

Systems (IDS) 

Intrusion Detection Systems (IDS) have become indispensable for safeguarding modern 

networks against the escalating sophistication of cyberattacks. To effectively develop and 

evaluate IDS, researchers rely on comprehensive datasets that accurately represent contemporary 

threat landscapes. This analysis explores seven recent datasets published for IDS research, 

highlighting their contributions to advancing IDS development and their role in enabling novel 

research endeavors. The discussion emphasizes the need for more modern datasets, particularly 

for emerging technologies like IoT and smartphones, to ensure the security of evolving networks 

and communication channels. Additionally, a taxonomy is proposed to assist researchers in 

selecting suitable datasets for their specific research objectives.(4) [5] [6] [7] [8] [9] 
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PROJECT TITLE OBJECTIVES 
 
TECHNOLOGIES 
USED 

KEY FINDINGS 

Intrusion Detection Enhance IDS 
effectiveness using 
machine learning 

Naive Bayes, kmeans 
clustering, feature 
selection 

Machine learning can 
significantly improve IDS 
performance, especially 
when combined with 
optimized feature 
engineering. 

System (IDS) Based 
on Machine 
Learning 

A Detailed 
Investigation and 
Analysis of Using 
Machine Learning 
Techniques for 
Intrusion Detection 

Analyze the 
limitations of 
machine 
learningbased IDS 
and identify potential 
solutions 

Various machine 
learning 
techniques 

Machine learning 
techniques have 
limitations in detecting all 
types of intrusions, and 
further research is needed 
to address these 
challenges. 

 
Survey of 
Intrusion 
Detection 
Systems: 
Techniques, 
Datasets, and 
Challenges 

Provide a 
comprehensive 
overview of IDS 
techniques, datasets, 
and challenges 

Scapy 

Presents a taxonomy of 
IDS, reviews recent 
works, and 
discusses datasets 
and challenges. 

Emerging Trends of 
Recently Published 
Datasets for 
Intrusion Detection 
Systems (IDS) 

Analyze recent 
datasets for IDS 
research and identify 
emerging trends 

Suricata and Snort Highlights the need for 
more modern datasets, 
particularly for emerging 
technologies like IoT and 
smartphones. 
Proposes a taxonomy for 
dataset selection. 

Table 1: Literature Review Table 
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PROBLEM STATEMENT AND OBJECTIVES 
 

 
Problem statement: 

Intrusion Detection Systems (IDS) play a critical role in safeguarding networks from various 

threats, but traditional approaches often struggle to detect sophisticated attacks and may generate 

high false positive rates. This project aims to address these limitations by developing a novel IDS 

that effectively identifies and mitigates a wide range of threats while minimizing false alarms 

 
Objective: 

➢ Install and configure Snort and Suricata on an IDS machine. 

➢ Set up network traffic monitoring using a dedicated interface (NIC) in Promiscuous Mode. 

➢ Implement port mirroring on a router or switch to capture traffic. 

➢ Configure Snort and Suricata to analyze traffic for various network protocols. 

➢ Develop and apply custom IDS rules for detecting common attacks (e.g., SQL injection, 

XSS). 

➢ Capture network traffic using WireShark and analyze it with Wireshark. 

➢ Simulate common attack types (e.g., port scans, brute force, injection attacks). 

➢ Analyze alerts generated by Snort and Suricata to verify detection capabilities. 

➢ Integrate IDS alerts with a visualization tool (e.g., Snorby, BASE). 

➢ Test IDS response times and performance under various network loads. 

➢ Regularly update IDS rule sets to ensure detection of new threats. 

➢ Optimize configurations to minimize false positives and maximize detection accuracy. 
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METHODOLOGY OF THE PROJECT  
 

 
. Data Collection and Preprocessing 

• Packet Capture: Use tools like Scapy, Snort, or Suricata to capture network traffic on the 

specified interface. Ensure the IDS machine is connected in promiscuous mode to collect all 

traffic, including packets not destined for it. 

• Data Cleaning: Filter and preprocess the collected traffic to remove any irrelevant data, 

normalize packet values, and eliminate noise. This ensures the dataset is clean and 

usable for further analysis. 

• Feature Engineering: Extract meaningful features from the raw packet data, such as flow 

statistics (e.g., packet size, time intervals), protocol anomalies, frequency of certain requests, and 

time-based patterns to assist in detecting potential attacks. 

2. Model Development and Training 

• Signature-Based Detection: Build a database of known attack signatures by collecting 

patterns of previous attack traffic. Snort’s rule-based system allows for detection by matching 

incoming traffic against predefined rules (e.g., SQL injection signatures or brute force attempts). 

• Anomaly-Based Detection: 

o Baseline Establishment: Use statistical methods or machine learning algorithms to 

establish a baseline of normal network traffic behavior. This involves monitoring network traffic 

for a period to understand normal operations and any deviations. 

o Model Training: Train machine learning models like Support Vector Machines (SVM), 

Random Forest, or Neural Networks to recognize deviations from the baseline, which could 

indicate anomalies or potential attacks. 

3. Intrusion Detection 

• Real-time Analysis: Continuously analyze incoming packets against the predefined rules or 

trained anomaly detection models to detect real-time threats. Both Snort and Suricata will use 

these predefined rules for real-time traffic inspection. 

• Alert Generation: When suspicious packets or patterns are detected, the system triggers 

alerts. Snort can generate alerts based on signatures and anomalies, which can 
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be viewed through the system's alert engine. 

• Alert Classification: Categorize the detected threats based on their severity (e.g., low, 

medium, high) and type (e.g., DoS, SQL injection, brute force) to allow network administrators 

to prioritize and respond appropriately. 

4. Evaluation and Refinement 

• Performance Metrics: Evaluate the IDS's effectiveness using metrics such as detection 

rate, false positive rate, and false negative rate. These metrics will determine how well the IDS 

can distinguish between legitimate and malicious traffic. 

• Refinement: Continuously improve the IDS by: 

o Updating and refining signature rules based on new threat intelligence. 

o Fine-tuning configurations to reduce false positives and false negatives. 

5. Integration and Deployment 

• Integration: Ensure that the IDS is integrated with existing network security infrastructure 

like firewalls, intrusion prevention systems (IPS), and SIEM tools for enhanced security 

operations and threat monitoring. 

• Deployment: Deploy the IDS in the target network environment (e.g., LAN, DMZ) where it 

will monitor network traffic for malicious activity. Ensure the deployment is aligned with the 

network architecture (e.g., router or switch) and traffic flow. 

• Testing: Perform live traffic testing by simulating attack scenarios (e.g., SQL injection, 

brute force attacks) to ensure the IDS triggers accurate alerts and performs efficiently in real-

time. 

6. Use of Router and Switch in IDS Setup 

• Router Setup: Use routers for network segmentation and traffic filtering. For IDS 

monitoring, routers can be configured to mirror traffic using SPAN (Switched Port Analyzer) or 

port mirroring, which will direct traffic to the IDS machine for analysis. 

• Switch Setup: If using a switch, ensure that it supports port mirroring to allow all traffic to 

be analyzed by the IDS machine. 

• Network Configuration: Proper configuration of routers and switches allows the IDS 

system to monitor traffic efficiently without affecting the network’s normal operations. 
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Fig.1: Network Configuration 

7. Visualization and Analysis 

• Alert Monitoring: Use tools like Snorby or BASE for real-time visualization of IDS alerts. 

This helps in monitoring detected threats, categorizing them, and enabling quick responses. 

• Traffic Analysis: Leverage Wireshark or Tcpdump for in-depth analysis of network 

traffic. These tools will assist in verifying detected threats and ensure that the IDS is functioning 

as expected. 

1. Details of tools, software, and equipment utilized. PLATFORM USED 

For this project, we have used various technologies that are essential for building and testing an 

Intrusion Detection System (IDS), with a detailed evaluation of their purpose and usage. 

PROGRAMMING LANGUAGE: PYTHON 

• Python is used due to its versatility, ease of integration with network libraries, and 

widespread use in network security tools. 

Network Libraries: 

• Scapy: A powerful Python library for packet manipulation and analysis, ideal for 

network- based IDS. 

• Libpcap: A C library for packet capture, used in many network tools and libraries. 

• Npcap: A Windows port of libpcap for packet capture on Windows systems. 
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Operating Systems: 

• Linux (Ubuntu): The primary OS used for IDS deployment due to its flexibility, security 

features, and open-source nature. Ubuntu is chosen for installing and configuring tools like 

Snort, Suricata, and other security-related packages. 

• Windows: Can be used for IDS development but is limited compared to Linux, particularly 

for network traffic capture and analysis. 

Other Tools: 

• Snort: A popular open-source IDS that can be integrated with Python using the libpcap 

library. 

• Suricata: Another high-performance IDS engine that can be integrated with Python. 

• Bro: A network security monitoring framework that can be used for IDS development. 

• Elasticsearch: A distributed search engine that can be used for storing and analyzing large 

amounts of IDS data. 

 
2. Environmental Setup SOFTWARE REQUIREMENTS 

The software setup for this project includes: 

• Ubuntu (Linux): Used for the IDS system setup and configuration. 

• Snort and Suricata: Installed on the Ubuntu system to detect and analyze network traffic. 

• Wireshark: Used to monitor and capture network traffic for traffic analysis and to verify 

IDS alerts. 

• Kali Linux: Used as the attacker system to simulate various network attacks (e.g., SQL 

Injection, Brute Force, DoS). 

• Routers: Two routers are utilized in this project to simulate a segmented network 

environment. One router acts as the gateway to the internet (WAN), while the other router 

segments the internal network (LAN), providing additional layers of security and ensuring 

efficient traffic monitoring. 

o Router Configuration: Traffic mirroring (SPAN or Port Mirroring) is configured on the 

routers to forward network traffic to the IDS machine (Ubuntu). 

o Router Setup: The routers are configured to filter and forward traffic, enabling the IDS 

to monitor both external and internal traffic efficiently. 

• Cisco Packet Tracer: Used to simulate the network environment and visualize the IDS 
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setup with Snort, helping in the simulation and testing of different attack scenarios and network 

configurations. Cisco Packet Tracer aids in simulating traffic patterns and IDS responses in a 

controlled virtual environment before real-world deployment. 

 

The IDS system runs on Ubuntu with Snort or Suricata, while Kali Linux is used to generate 

traffic for attack simulations. The routers ensure proper network segmentation, and Wireshark 

allows for real -time network traffic analysis to monitor IDS alerts and traffic patterns 
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Implementation 

The implementation of the Intrusion Detection System (IDS) project involves setting up and 
configuring multiple tools and technologies to detect, analyze, and respond to network 
intrusions. Below is a detailed step-by-step implementation guide: 

 

1. Network Setup 
Network Segmentation with Routers: 

• Router Configuration: Two routers are used to create a segmented network environment: 
o Router 1 (WAN side) connects to the internet. o Router 2 (LAN side) handles 

traffic within the internal network. 
o Traffic Mirroring: Router 1 is configured to mirror network traffic to the IDS 

machine. This is done using Port Mirroring or SPAN (Switched Port Analyzer) to 
capture all traffic passing through the network. 

Virtual Machines (VMs): 
o Victim Machine: Ubuntu or Kali Linux configured as the target machine for testing. 

o Attacker Machine: Kali Linux used for simulating attacks, such as SQL Injection or 
Brute Force. 

o IDS Machine: Ubuntu or another Linux distribution running Snort and Suricata for 
monitoring network traffic. 

 
2. IDS Tool Setup 

Installing and Configuring Snort on IDS Machine: 
• Step 1: Install Snort on Ubuntu: sudo apt-get install snort 

 
• Step 2: Configure the network interface for Snort: 
o Edit the snort.conf configuration file to specify the network interface and set up rules. 
o sudo nano /etc/snort/snort.co 
o Set the HOME_NET variable to the local network's IP range (e.g., 192.168.1.0/24). 
o Set the EXTERNAL_NET variable to !HOME_NET to define external network 

traffic. 

3. Final Testing 
 
Test the IDS System: 

• After configuration, test the IDS by running attack simulations from Kali Linux. 

• Ensure that Snort and Suricata detect these attacks and generate appropriate alerts. 
Visualize Alerts: 

• Use tools like Snorby or BASE to visualize and manage Snort alerts in a more user-
friendly interface. 

• Analyze the patterns of detected attacks and improve detection rules as needed. 
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RESULTS AND ANALYSIS 

1. INSTALL URBUNTU (LINUX OS) SYSTEM 
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2. Install Snort Tool  : 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. IP ADDRESS of KALI IPCONFIG 
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4. UBUNTU IP ADDRESS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Nmap ATTACK FROM KALI LINUX TO UBUNTU SYSTEM 
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6. AN IDS IDENTIFIES THE TYPE OF ATTACK AND PROVIDES THE IP ADDRESS 
OF THE ATTACKER. 
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7. ROUTERS AND GROUP PHOTOS 
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CONCLUSION 

To build an IDS with Snort or Suricata, set up a dedicated machine, configure network interfaces 
for promiscuous mode, and install the chosen IDS software. Create rules to detect attacks like 
SQL injection, port scanning, and brute force. Capture network traffic using Wireshark, analyze 
it with Wireshark, and use tools like Snorby or BASE to manage alerts. Regularly update rules 
and refine configurations for optimal protection. 
 

 
Hardware: 

 Powerful machine with sufficient CPU and RAM 

 Network interface cards configured for promiscuous mode Software: 

 Install Snort or Suricata 

 Configure rules to detect attacks (SQL injection, port scanning, etc.) Traffic Analysis: 

 Capture traffic using WireShark 

 Analyze captured packets with Wireshark 
 
 
Testing: 
 
 Simulate attacks with tools like SQLmap and Nmap 
 Verify IDS detection capabilities Alert Management: 
 Use Snorby, BASE, or SIEM tools for alert visualization and analysis  
 Optimization: Regularly update rules 
 Fine-tune rules for specific threats 
 Review logs and alerts 

FUTURE SCOPE 

Future directions for IDS research include integrating advanced machine learning techniques like 
deep learning and anomaly detection to enhance threat detection accuracy. Real-time threat 
intelligence integration and improved correlation analysis are crucial for timely and effective 
response. Reducing false positives and automating incident response through SOAR integration 
are key priorities. Cloud-based IDS solutions and IoT security considerations will also be 
essential in the evolving threat landscape. 
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